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Monitoring 7

* dostupnosti vzdalenych serveru a zafizeni

* sluzeb na vzdalenych strojich

* hardwarovych prostredku
* aktivnich sitovych prvku
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Monitoring dostupnosti
* Fyzicka pameft
* Misto na disku
* Misto na swap
* |ntegrita souboru :

- Konfiguracni soubory
- Soubory s hesly
- Dokumentace
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Monitoring vykonu
* VVyuziti procesoru
* |/O operace na disku a diskovych polich
e Sitova aktivita
* Aktivita odkladaciho souboru
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ProC monitoring ?

* soucast bezpelnostnich smérnic a standardu
* upozornovani pri vypadcich

* planovani upgrade

* analyza dostupnosti IT sluzeb
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ZABBIX

* je system na monitorovani aplikaci a site
* principy :
- Co nejjednodussi
- Otevreny a uzivatelsky pfivetivy systém
- Pouzivat co nejméné systémovych prostredku
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Proc ZABBIX 7

* Snadna instalace
 Snadna konfigurace — Web rozhrani
e Zadné nutné pluginy

* Mnoho monitorovatelnych systémovych
parametru
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Pro¢c ZABBIX ?

* Oznamovani udalosti (email,SMS)

* Hierarchie IT sluzeb

e Sitové mapy

* Monitoring Miry dostupnosti sluzeb (SLA)
* Uzivatelsky definovatelné grafy :-)
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Proc ZABBIX?

* \VSe na jednom misteé v databazi
e Stabilni

- |léta pouzivany mnoha spoleCnostmi (banky ,
telekomunikacCni spolecCnosti)

* Rozsiritelny

- moznost spusteni na klientovi vlastnich detekcnich
skriptu a aplikaci

- Open Source
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Architektura

* Centralizovany monitoring
* Architektura klient-server

Server

e PHP frontend ZABBIX agent
Volitelné TCP

e MySQL | PostgreSQL -
backend

Server

ZABBIX
server A .
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Podporovane platformy - klienti

| iInux — Red Hat, SuSe, Debian, Gentoo,
Fedora Core .....

* BSD (OpenBSD, FreeBSD, NetBSD)
* Microsoft Windows (XP, 2000, 2003)

e Cokoliv, co podporuje SNMP (SNMPv1,
SNMPv2)

e HP — UX, Solaris, AlX, AS/400, Novell Netware,

12



£} I.OG'OS www.logios.cz
Grafy

* Motto: zobrazit v grafu vse, co se monitoruje

&

* Velka moznost volby

- nekolik merenych hodnot v jednom grafu

____________________________ nucleotron:Processor loads ( 1h histary )
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www.logios.cz
[
Web - Konfigurace
Configuration
’ ] y
o M d Do not keep alerts older than (in days) 265
e Ia Do not keep alarms older than (in days) 265
. update
- emaill |
Media
. Description
- Scri pt Type [emal <]
r . , SMTP server lacalhost
e Uklid starych a
SMTP email zabbix@localhost
nepotrebnych zaznamu
| AVAILABLE MEDIA TYPES
Id Type Description Actions
1 Email Email Change
2 Script Motifikace skriptem Change
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Web - Users

e Skupiny uzivatelu

User group

Group name

* Pristupova prava T

cybermage

guest
infarmator

e Kontaktni média -

add group
w ’ ’ ’ o v .
* DorucCovani zprav dle dulezitosti
COMNFIGURATION OF USER GROUPS
Name Members Actions
Database administrators Admin, cybermage, informatar Change

CONFIGURATION OF USERS |

Alias Mame Surname Is online? Actions

Admin Zabbix Administratar fes Change - Media
cybermage Jaroslav Varlicek fes Change - Media
guest Default User Mo Change - Media
informatar Informatar Informaticny Mo Change - Media

15



@ I.OGiOS www.logios.cz
Web - Hosts

e Definice jednotlivych [

Hosts application, MySQL -
Eliska
GatewaylLogios

monitorovanych hostu

Host SHMP had

Host group

e Definice sablon

Host

Host Monitorovanyl |

* Definice skupin

Poskytovatele

Termplates

Mew group | |
CONFIGURATION OF HOST GROUPS Use IP address =
Id Name Actions IP address I |
2 Logios firemni pocitace Change Port
3 Logios klienti Change Status | Monitored =]
4 Poskytovatele Change
Use the host as a template I j
1 Templates Change

| add || add items from template || update || delete
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Web - ltems

* Definice monitorovanych parametru pro
jednotlivé hosty

e Zplisoby testovani T
] Type | zabbix agent ¥
Agent, Simple check, ed s

Units

SNMPvX agent apler —

Update interval (in sec)|lsqn

o Key parametr Keep history (in days) |zes5

Status I Monitored j
Type of infarmation Numeric j
Store value Ac iz j

add add to all hosts update delete
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Web - Triggers
* Napriklad :

PO kUd pljl hOd i ny Description ||{HOSTNAME} nedostupny po 15 minut |

Expression |{Mn:\nitul'n:|'.'an','1:ping.max(?ﬂﬂ}}=0 |

Commen ts Ping nedostupny 15 minut

nenl’ mI’StO na disku Severity [ Disaster ~]
Server nedostupny

* VVyrazy

URL | |

Disabled [

- max, min, avg,

| add || update || delete |

3] i -
delta The wrigaer [ =]

New I.-"etc.-"inetd.c-:unf has been changed on server Host. Unix LI
dependency

— + - | add dependency
)
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e Udalosti

e Oznameni
skupiné uzivatelu,uzivateli
e Uzivatelska média

www.logios.cz

Upozorneni

New action

Send message to

I User group LI

Group I Database administrators j
When trigger becomes on LI
Delay between messages (in sec)||zg

- Emaill, skript ....

Scope

Trigger

Send message to

Database administrators

Subject {HOSTHAME} nedostupny po 15 minut
Message INSERT ¥YOUR MESSAGE HERE -
------ Latest data------
Ping to the server (TCP): {Monitorovanyl: ping.last{0)} (latest value)
Fing to the server (TCP): {Maonitorovanyl:ping.max(300)} (maximum value for last 5
min
)
Ping to the server (TCP): {Meonitorevanyl:ping.min(200)} (minimum value for last 5 ﬂ
Scope This trigger only ll
add
Manitarovanyl nedostupny po 15 minut
{Monitorovanyl:ping. max(200)}=0
When ; -
. Delay Subject Actions
trigger
o 30 {HOSTMNAME} nedostupny po 15 minut Change
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Web — Graphs

* Tvorba grafu

Provoz na eth0 Monitorovanys

[0,
¢ Typy g rafu reeeem et Provoz na ethO Monitorovanut [ 1h history ) scise kees

1 282,97 KBps

* Zdrojova ||

d ata | 175.75 Kes

1 117.19 KBps

T | 53,59 KBrs

11,08 10255 1m e e e
11.09 11:55°'------

BHonitorovanya: Incoming traffic on interface ethd (15mind [min:dl.56 KEps maxi73.42 KBps lastidl.96 KEpsl
BMonitorovanyé: Outgoing traffic on interface ethd (18mind [min:l08.65 KBpz max:277.90 KBpz last:l08.65 KBp=zl
gMonitorovanya: Outgoing traffic on interface lo (1%mind [min:d3.39 Bps max:i91l.25 Bps lasti5l.28 Bpsl
BMonitorovanyé: Incoming traffic on interface ethd (lmind [min:36.86 kKBpz max:78.21 KBpz last:38.24 KBEpsl

Period: [-1h+] [-Zh+] [-4h+] [-8h+] [-1Z2h+] [-24h+] [-week+] [-month+] [-vear+] Keep period: [On]

',l',l',l',lmrnddhhmn—‘

oo |

Mowe: [-1h+] [-Zh+] [-4h+] [-8h+] [-12h+] [-24h+] [-week+] [-month+] [-vear+]
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Web — Network maps

Server status

Server status ;B,

* Definice map
* Definice zavislosti

www.logios.cz
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Web - Screens

* Cokoliv na jedné obrazovce

- Vytvorene grafy |

Monitorovanyb:Frocessor loadS ( 1h history )
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e Definice

Web — IT services

www.logios.cz

IT SERVICES AVAILABILITY REFORT
Gentoo-notebook

2003 2004 [2005]

From Till 0K Problems Percentage SLA

27 Dec 2004 03 Jan 2005 7d 0k O0m  0d Oh Om | 100.00%/0.00% 9.99%
03 Jan 2005 10 Jan 2005 7d Oh Om 0d Oh Om 100.00%/0.00% 9.99%
10 Jan 2005 17 Jan 2005 7d Oh Om 0d Oh Om | 100.00%/0.00% 9.99%
17 Jan 2005 24 lan 2005 7d Oh Om Od Oh Om  100.00%/0.00% 9.99%
24 Jan 2005 31 Jan 2005 7d Oh Om  0d Oh Om  100.00%/0.00% 9.99%
31 Jan 200% 07 Feb 2005 7d 0h Om 0d Oh Om  100.00%/0.00% 9.99%
07 Feb 2005 14 Feb 2005 7d Oh Om  0d Oh Om 100.00%/0.00% 9.99%
14 Feb 2005 21 Feb 2005 7d Oh Om 0d Oh Om 100.00%/0.00% 9.99%
21 Feb 2005 28 Feb 2005 7d Oh Om  O0d Oh Om  100.00%,/0.00% 9.99%
28 Feb 2005 07 Mar 2005 7d Oh Om 0d Oh Om  100.00%/0.00% 9.99%
07 Mar 2005 14 Mar 2005 7d Oh Om 0d Oh Om | 100,00%/0.00% 9.99%
14 Mar 2005 21 Mar 2005 7d Oh Om O0d Oh Om  100.00%/0.00% 9.99%
21 Mar 2005 Z8 Mar 2005 7d Oh Om  0d Oh Om 100.00%/0.00% 9.99%
28 Mar 2005 04 Apr 2005 7d 0h Om 0d Oh Om  100.00%/0.00% 9.99%
04 Apr 2005 11 Apr 2005 7d Oh Om  0d Oh Om 100.00%/0.00% 9.99%
11 Apr 2005 18 Apr 2005 7d Oh Om 0d Oh Om 100.00%/0.00% 9.99%
18 Apr 2005 25 Apr 2005 7d Oh Om  O0d Oh Om  100.00%,/0.00% 9.99%
25 Apr 2005 02 May 2005 7d Oh Om 0d Oh Om  100.00%/0.00% 9.99%
02 May 2005 09 May 2005 7d Oh Om 0d Oh Om | 100,00%/0.00% 9.99%
O Al =we DOALC 1L K= BAALC T il Ol Aid Ol Ol im0 Ao AN RN0Y 0 B0
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Web — informace o stavu

. Tri r | TRIGGERS [12:12:35]
e S S Last
Description Status SEVERITY Comments
change
. . 31 Oct
Server Gentoo-noteboolk is unreachable TRUE High Add
* Queue
QUEUE OF ITEMS TO BE UPDATED | |
Mext time to check Host Description
Py A 11.09.2005 12:13:48 Monitorovanys Outgaing traffic on interface eth0 (15min)
a rl I l 11.09.2005 12:13:48 Monitorovanys Qutgoing traffic on interface lo (5min)
11.09.2005 12:13:48 Monitorovanys Incoming traffic an interface eth0 (Smin)
ALARMS
o - — -
Time Description Value Severity
2005 . Mov.09 N P o
11:54:29 SSH server is down on Monitorovanys OFF Average
2005.Now.03 SSH server is down on Monitorovanys on Average d
11:53:28
2005 .Nov.03 Gentoo-notebook minutu nedostupn Average
11:47:30 Py d
ALERTS
Time Type Status Recipient(s) Subject Message
INSERT YOUR MESSAGE HERE
------ Latest data------
2005 .Mowv.09 . . " . . . . .
11:53:79 Email sent jaroslav.vorlicek@logios.cz S5H server is down on MonitorovanyS S5H server is running: O (latest walue)

SSH server 1s running: © (maximum value for la:
SSH server 1s running: @ (minimum value for la:
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Co mi ZABBIX prinese ?

* Aktualni a srozumitelny prehled deni
* Prehled o historii

* Moznost srovnani

* Moznost planovani

* Moznost vCasné reakce
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Kde hledat a kde se ptat ?
e Web

http://www.zabbix.com

* IRC

irc.freenode.net

kanal #zabbix
( Nejvice tam vi James_Wells a alexei :0) )
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Dotazy

Ptejte se mne na co chcete, na co chci ja
odpovim ...
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Dekuji za pozornost
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