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I Uvodem

* Personalni FW — Firestarter
I * Shorewall jako personalni FW
e Shorewall jako domaci FW

* Integrace shorewallu
— ulog
— Port knocking
— fwlogwatch



Personalni firewall - Firestarter
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I Shorewall - uvod

— Bohata dokumentace

— Nekolikalety vyvoj

— Snadna konfigurace

— Mnoho fci jednoduse pouzitelnych

I * http://www.shorewall.net/


http://www.shorewall.net/

I Shorewall - Personalni FW (1)

* \/zorova pak obycejne v
/usr/share/doc/shoreall/default-config
 Zakladny ovladani:
— shorewall start|restartclear|stop
— shorewall checklipcalc
e Minimalni konfigurace — soubory:

— Z0Nes ///

— interfaces Q /
\ R

— policy

I  Konfigurace je ulozena v /etc/shorewall




I Shorewall - Personalni FW (2)

I * Priklad konfigurace

/etc/shorewall/zones
#7ZONE DISPLAY COMMENTS
- pPpPpP Net Internet
/etc/shorewall/interfaces
#7.0NE INTERFACE BROADCAST OPTIONS
. PPP PpPpR+ — dhcp,blacklist, tcpflags
/etc/shorewall/policy
 #SOURCE DEST POLICY LOG LIMIT:BURST
. ppPP all REJECT INFO
- fw all ACCEPT

all all REJECT INFO



I Shorewall — Personalni FW (3)

— Odchozi spojeni povoleny
— Prichozi zakazany
- Co vice:

* Ping povolen
* Logy nejsou zahlcovany smetim (DHCP, SAMBA, apod)

* |nvalidni pakety zahozeny

I * \/ysledek?

-~ Sep 26 20:31:09 fwstroj Shorewall:ppp2all:REJECT:

- IN=ppp0 OUT= MAC= SRC=125.36.132.8 DST=85.36.132.8

- LEN=60 TOS=00 PREC=0x00 TTL=64 ID=46886 CE DF PROTO=TCP
- SPT=39928 DPT=80 SEQ=2046421234 ACK=0 WINDOW=5840 SYN

. URGP=0



I Shorewall - Personalni FW (4)

e Pokracujeme... soubor rules

I — Povoleni pristupunassh
/etc/shorewall/rules
$ACTION SOURCE  DEST PROTO DEST  .....
i PORT  .....
- ACCEPT PPP fw tcp 80

ﬁ SACTION SOURCE DEST PROTO DEST  .....
¥ PORT  .....
- AllowSMB ppp: $LOC fw

 AllowFTP ppp fw



Shorewall - Personalni FW (5)

e Zastupna pravidla

- ACCEPT - — udp
~ ACCEPT - = udp
- ACCEPT - — udp
~ ACCEPT - - tcp

135,445
137:139
1024: 137
135,139,445



I Shorewall - Domaci FW (1)

* Maskarada /masq + ipforward/
I * DNAT




I Shorewall - Domaci FW (2)

— zones — dalsi zona (loc)

— Interfaces — dalsi sitové rozhrani (eth0)

— Policy — pouze pro uplnost

— masq — konfigurace vlastni ,maskarady"

— shorewall.conf — povoleni forwardu pakut

I  Jak na ,maskaradu” - rozsirime predchozi konfiguraci



Shorewall - Domaci FW (3)

e Konkrétné

. pPpp Net Internet
§ loc Loc Local network

. pPP ppp+ 00000 = dth;bléCkllSt”tcpflags
ﬁ loc ethO detect blacklist, tcpflags
/etc/shorewall/pollcy
~ loc PP ACCEPT
ﬁ all all REJECT INFO



I Shorewall - Domaci FW (4)

* DNAT pro pristup na www
I * Nouzovy pristup na fw




Shorewall - Domaci FW (5)

 AllowSSH loc:192.168.1.3 fw

- ethO 192.168.1.3



I Shorewall - Integrace (1)

I e Ulog - Iogy firewallu v userspace 0S

- #SOURCE DEST POLICY LOG LIMIT:BURST
. ppPP all REJECT ULOG

- fw all ACCEPT

Call all REJECT ULOG

* Fwlogwatch — sledovani logu
- http://fwlogwatch.inside-security.de/
— Moznost real-time kontroly
— Pravidelné denni reporty
— Zpracuje i dasi logy (Snort, Cisco 10S, atd...)



I Shorewall - Integrace (2)

— http://www.zeroflux.org/cgi-bin/cvstrac/knock/wiki

I * Port — knocking
— | ve verzi pro MS-Windows



http://www.zeroflux.org/cgi-bin/cvstrac/knock/wiki

Shorewall - Integrace (3)

. Konfigurace knockd

[openSSH]
sequence = 7000,8000,9000
seq_timeout = 10
tcpflags = syn
command = /usr/local/bin/KnockdAllowSSH $%IP%

- /sbin/iptables -t nat —-A net_dnat -s $1 -d SFWIP -p tcp —m

. tcp —--dport 22 -j DNAT --to-destination 192.168.1.2

- /sbin/iptables -I ppp2loc 4 -s "$1" -d 192.168.1.2 -p tcp —m
 tcp —--dport 22 -m conntrack —--ctorigdst SIPFW —-j ACCEPT

Klepeme
e knock $FWIP 7000 8000 9000



Zaverem...

DalSi moznosti shorewallu:
QOS, IPSec, ProxyARP

Otazky?

(martin.pohl @etnetera.cz)



